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Roadmap

/ Ames ”ESﬁﬂfl}Il benter

f
verification
*class |:> JPF artifact

System under Test
(Java bytecode)

JPF Configuration

4+ Examples - What is in a Program Trace

oldclassic.java:100 : System.out.println("1");
oldclassic.java:102 : if (count == eventl.count) { // <race> ditto
transition #29 thread: 1
gov.nasa. jpf.jvm.choice.ThreadChoiceFromSet {>Thread-0,Thread-1}

oldclassic. java:102 : if (count == eventl.count) { // <race> ditto
oldclassic.java:103 : eventl.wait_for_event(); R
000 RobotManager transition #30 thread: 2 N\
gov.nasa. jpf . jvm.choice. ThreadChoiceFronset {Thread-0,>Thread-1}
Options Robots oldclassic.java:129 : if (count == event2.count) { // <race> ditto
oldclassic.java:133 : count = event2.count; _ // <race> ditto 2 1 tran\ Sn 1o
= e RATS T onine e Lanasicn voi sheeas 3 )
U " gov.nasa. jpf. jvm.choice. ThreadChoiceFronSet {Thread-0,>Thread-1} ——
= RATS-2 - online oldclassic.java:133 : count = event2.count; // <race> ditto W:291 | 37 inXokevir ldclassic.java:79 : wait();
_J QUEUED RCAT-1 - online oldclassic.java:126 : System.out.pfintln(" 2"); : X 'J, : : X ’
— N oldclassic.java:127 : eventl.signal event(); // updates eventl.count | W:290 36 oldclassic.java:79 : wait();
() SINGLE_STEP | ||POGO-1 - online transition #32 thread: 2 A:290 | 35%invo oldclassic.java:74 : notifyAll();
- gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {Thread-0,>Thread-1} * A N - * * A ’
oldclassic.java:127 : eventl.signal event(); // updates eventl.count | A:291 28 invok@vi] oldclassic.java:74 : notifyAll();
S acquire status oldclassic.java:71 : count = (count + 1) % 3; s | 1
oldclassic.java:74 : notifyall();
- — oldclassic.java:75 1} | S 0
( Send ) | oldclassic.java:129 : if (count == event2.count) { // <race> ditto
transition #33 thread: 1
gov.nasa. jpf.jvm.choice.ThreadChoiceFromSet {>Thread-0,Thread-1}
Sequence | oldclassic.java:103 : eventl.wait_for_event();
oldclassic.java:79 1 wait();
transition #34 thread: 2
Result I gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {>Thread-1}
oldclassic.java:129 : if (count == event2.count) { // <race> ditto
oldclassic.java:130 : event2.vait_for_event();
oldclassic.java:79 2 wait();
results
error #1: gov.nasa.jpf.jvm.NotDeadlockedProperty "deadlock encountered: thread index=0,name=main,s..."

4 Outlook - How should this be analyzed

trace server trace filters

|_— Y —
trace generation :> JPF —» .
trace analysis I

JPF
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Introduction - What is Java Pathfinder? A

/ Ames Research Center
4 surprisingly hard to summarize - can be used for many things

4 cxtensible virtual machine framework for Java bytecode verification:
workbench to efficiently implement all kinds of verification tools

System under Test

(Java bytecode) abstract virtual machine

S

X JPF core verification
:> :> artifact

[ -
—
|:> JPF . report
' extension - test case
. _ - specification
JPF configuration T

 execution semantics
. * program properties
4 typical use cases:

e software model checking (deadlock & race detection)
e deep 1nspection (numeric analysis, invalid access)

e test case generation (symbolic execution)

e ... and many more
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Introduction - What has JPF been used for?

/ Ames ”ESﬁﬂfﬂll benter

Objective: reproduce - and analyze - spurious deadlock in large web application

deadlock
thread
thread
thread
thread

required stubbing, trace file >70MB, would have taken months to analyze manually

encountered:
index=0,name=main, status=TERMINATED . . . .
index=1 name=Thread-0,status=WAITING 3 pairs of missed Szgn.als in set of 18 threads |
index=2,name=Thread-1, status=TERMINATED missed signal = thread A signals before thread B waits
index=3,name=Thread-2,status=WAITING — B is blocked on "lost" signal
thread #
8 2 3 7 1 4 trans insn loc

123009 invokevirt awtMutex.java:38 : try {wait();}

123008 return MessageAnalyzer.java:341 : }
122597 invokevirt MessageAnalyzer.java:96 : wai
122593

122572 invokevirt awtMutex.java:48 : notifyAll();
122541 invokevirt awtQueue.java:182 : wait();
122538 return EnforceSendMessageThread.java:39
122538 invokevirt awtQueue.java:150 : notify();

96 invokevirt Mutex.java:31 : wait();

87 invokevirt Mutex.java:44 : notifyAll();

states:
search:

choice generators: thread=94664, data=0

33

33

29 invokevirt awtQueue.java:182 : wait();

:

2

’ just one success story

~, for the type of deep
=========s==Sss==s=s==ss=ss===s=s==s=s==s=============== gtatistics

elapsed time: 3:53:23 defeCtS targeted by JPF

new=123010, visited=235893, backtracked=357879, end=81378
maxDepth=1023, constraints=0

heap: gc=599818, new=7687542, free=12860670
instructions: 276556150
\ Max memory: 9838MB ) 4
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Introduction - Who is Using JPE? A

\ ,
/ Ames Research Center

4 major user group is academic research - collaborations with >20
universities worldwide (uiuc.edu, unl.edu, byu.edu, umn.edu, Stellenbosch Za,
Waterloo Ca, AIST Jp, Charles University Prague Cz, ..)

+ companies not so outspoken (exception Fujitsu - see press releases, e.g. http://
www.fujitsu.com/global/news/pr/archives/month/2010/20100112-02 .html) , but used by
several Fortune 500 companies

4 lots of (mostly) anonymous and private users (~1000 hits/day on website, ~10
downloads/day, ~60 read transactions/day, initially 6000 downloads/month)

4 many uses inside NASA, but mostly model verification at Ames
Research Center

Saturday, May 8, 2010
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Introduction - History A

- / Ames Research Center

4 not a new project: around since 10 years and continuously developed:
e 1999 - project started as front end for Spin model checker

e 2000 - reimplementation as concrete virtual machine for software
model checking (concurrency defects)

e 2003 - introduction of extension interfaces
e 2005 - open sourced on Sourceforge
e 2008 - participation in Google Summer of Code

e 2009 - new project structure, configuration and startup mechanism,
moved to own server, hosting extension projects and Wiki

e 2010 - extended summer program for students (GSoC + other funding)

4 JPF now in its 5th development cycle
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Introduction - Awards A

‘ ) . {
- / Ames Research Center

4 widely recognized, awards for JPF in general and for related work,
team and individuals

e 2002 - ACM Sigsoft Distinguished Paper award

e 2003 - “Turning Goals into Reality” (TGIR) Engineering Innovation
Award from the Office of AeroSpace Technology

e 2004, 2005 - Ames Contractor Council Awards

e 2007 - IBM's Haifa Verification Conference (HVC) award

e 2009 - “Outstanding Technology Development” award of the Federal
Laboratory Consortium for Technology Transfer (FLC)
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e public read access
e edit for account holders
(also non-NASA)

Java Path Finder

bug tracking

Introduction - Where to Learn More

S D
/ Ames Research Center

e Trac ticket system

0
x> J P F .. the swiss army knife of Java™ verification =~ loaged;

as pcmehlitz@TILARC.NASA.COV

Logout

Search I V

Preferences |

JPF-Wiki Timeline View Tickets New Ticket

Roadmap

Latest JPF News

02/14/2010 =>ISSTA 2010 Tutorial on Automated Testing with Java PathFinder announced

Call for Google Summer of Code 2010 project proposals out on =*JPF Google
group

=»JPF Google group replaces old mailing lists

02/12/2010

01/30/2010

=» Fujitsu press announcement released about using and extending Symbolic
PathFinder (projects/jpf-symbc) for comprehensive testing of Java web
applications

JPF server on http://babelfish.arc.nasa.gov/trac/jpf goes live, featuring the
JPFWIiki and separate Mercurial repositories for JPF core and extension projects
JPF wins the 2009 "Outstanding Technology Development Award" of the
Federal Laboratory Consortium (FLC), Far West Division

Welcome to the JPF Wiki

01/12/2010

09/02/2009

07/22/2009

Start Page

Search Admin

Index

History

Introduction...
Installing JPF...
User Guide...

Projects...
Change(B)log
About...

Papers

FAQ

Playground
Table of Context

JPFWiki - Welcome Page

Developer Guide...

This is the main page for Java™ Pathfinder, or "JPF"as we call it from here. JPF is a highly customizable execution environment for

verification of Java™ bytecode programs. The system was developed at the
is freely available from this server under the =>NOSA 1.3 license.

The |PFWiki is our primary source of documentation. It is divided

Ilowing sections (which you w

Il always see in

>NASA Ames Research Center, open sourced in 2005, and

the TOC

project blog

e announcements
e important changes

"

hierarchical
navigation menu

e intro

e installation

e user docu

e developer docu

e extension projects
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Introduction - Key Points A

- < / limes Research Center
JPF mostly research platform but also production tool (basis)

JPF 1s designed for extensibility

JPF 1s open source

JPF 1s an ongoing collaborative development project

JPF is moderately sized system (~200ksloc core + extensions)

JPF represents >20 man year development effort

v A I . I N

JPF is pure Java application (platform independent)

+

JPF cannot find all bugs
- but as of today -
some of the most expensive bugs only JPF can find
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Basics - Model Checking A

LN

4 Model Checking (MC) is a rigorous formal method

/ Ames BESﬁﬂfl}Il benter

4 MC does not suffer from false positives (like static analysis)

4 MC provides traces (execution history) when it finds a defect

model checking:

testing:
based on input set {d} all program state are explored
{d} /1 only one path until none left or defect found

executed at a time

10
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Basics - Model Checking Example A

/ Ames ﬁﬂSﬁﬂfl}Il benter

4 Testing only covers one execution

start (1) Random random = new Random()

a=012/////// \\\\\\s‘a=1
b= O/ b&il\b=2 b=0/ b\il\b
ooy Voo

c=0 c=0 c=0/0 c==1 ¢c=1/0 C
v

(@ int a = random.nextInt(2)

2 @ int b = random.nextInt(3)

| <—I

1 @ int c = a/(b+a -2)

4 Model checking (theoretically) covers all executions

11
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Basics - JPF Under the Hood

/ Ames Research Center
- JPF distribution J< extensions —»
. |
P suT . | - exe_cutlon I .
| environment I
4 | | R
JPF | ( ) choice |
! generator | | -
| : - error pa
. native -
4 model | -~ l - Step #14 Thread #1
library ' P | ! oldclassic.java:% eyent2.waitForEvent();
| ! | oldclassic.java:37 wait();
domain ' bytecode -
framework ! y set | """""""""""""""""""""" thread stacks
| | Thread: Thread-0
- i ! ! at java.lang.Object.wait(Object.java:429)
. . ublisher/ at Event.waitForEvent(oldclassic.java:37)
application bytecode> | (‘:’PF P _ext : | report > .
0 ore y —— 1 |/’ === === ===
= Nl | _ i 1 Error Found: Deadloc‘k"__..-—-
: ' listener/ .
‘ annotation m || Java \,______/
i virtual property | error-path
) ) . | machine |
(optional) in-source | serializer/ | end
, property spec | restorer i Q
| — ! seen
i search | property
iolation
. A .| strategy | . vio
| w ‘\\=__________________‘ __: _____________ /
— 7

standard
Java libraries

host-JVM |

JPF configuration
12
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Basics - JPF Listeners A

£

/ Ames ﬁﬂSﬁﬂfl}Il benter

4 runtime configured “JPF plugins”

4 can observe state space search and bytecode execution

4 suitable extension mechanism for trace generation & analysis

System under Test

JVM

- classLoaded()
- threadScheduled()
- threadNotified()

- executelnstruction()
- instructionExecuted()
executed by JPF - objectCreated()

executed by host JVM - exceptionThrown()

- choiceGeneratorAdvanced()
execution event notifications

v

+]listener=<listener-class>
@IJPFConfig(..)

listeners -
conﬂgunﬂj listener.autoload=<annotations>

jpf.addListener(..)

‘ Search
—_—

search event notifications

- propertyViolated()
- searchContraintHit
- searchFinished()

13
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_:_: N :4':.'.

Examples - What is in a Trace? A

/ imes Research Center

4 finding a defect is only the beginning - we have to understand what

caused it

4 JPF can remember the whole execution history that lead to the defect

manifestation

4+ BUT: manifestation can be a long way downstream from where the bug

was caused

defect cause defect manifestation

£

a8
N

! relevant

L U A S g

(8) "t

~“trace length

4+ we need to find the shortest, most appropriate representation of the
relevant trace that explains the defect

14
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Example 1 - Deadlock (1)

A ——————————

/ Ames Research Center
class FirstTask extends Thread { class SecondTask extends Thread {
Event eventl, event2; Event eventl, event2;
int count = 0; int count = 0;
public void run () { public void run () {
count = eventl.count; count = event2.count;
while (true) { while (true) {
if (count == eventl.count) { eventl.signal event();
eventl.wait for event();
} if (count == event2.count) {
event2.wait for event();
count = eventl.count; }
event2.signal event();
} count = event2.count;
} }
} }
class Event { }
int count = 0;

public synchronized void signal_event () {
count++; notifyAll();

}

public synchronized void wait_for_event () {
. wait();

}

15
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Example 1 - Deadlock (2)

4 Report - shows what happened, but not why

JavaPathfinder v5.x - (C) RIACS/NASA Ames Research Center

application: oldclassic.java

======================== gearch started: 2/11/10 11:10 AM

========================= error #l1

gov.nasa.jpf.jvm.NotDeadlockedProperty

deadlock encountered:
thread index=0,name=main,status=TERMINATED,this=null,target=null, ...
thread index=1,name=Thread-0,status=WAITING,this=FirstTask@295,lockCount=1, ...
thread index=2,name=Thread-1,status=WAITING,this=SecondTask@322,lockCount=1, ...

/CWMHHHMWMWGﬁMW

16
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gov.nasa. jpf.

Example 1 - Deadlock (3)

===== trace #1
_________________________ transition #0 thread: O

jvm.choice.ThreadChoiceFromSet {>main}

[2843 insn w/o0 sources]

oldclassic.

gov.nasa.jpf.
oldclassic.
oldclassic.
gov.nasa. jpf.
oldclassic.
oldclassic.

oldclassic.
oldclassic.

oldclassic.
oldclassic.
oldclassic.
oldclassic.
gov.nasa. jpf.
oldclassic.
oldclassic.
gov.nasa. jpf.
oldclassic.
oldclassic.
oldclassic.

java:47 : Event

————————————————————————— transition #29 thread: 1

jvm.choice.ThreadChoiceFromSet {>Thread-0,Thread-1}
java:102 : 1f (count == eventl.count) {
java:103 : eventl.wait for event();

_________________________ transition #30 thread: 2

jvm.choice.ThreadChoiceFromSet {Thread-0,>Thread-1}

java:129 : 1f (count == event2.count) {
java:133 : count = event2.count;
java:126 : System.out.println(" 2");
java:127 : eventl.signal event();
java:71 : count = (count + 1) % 3;
java:74 : notifyAll();

java:75 : }

java:129 : 1f (count == event2.count) {

————————————————————————— transition #33 thread: 1

jvm.choice.ThreadChoiceFromSet {>Thread-0,Thread-1}
java:103 : eventl.wait for event();
java:79 : wait();

————————————————————————— transition #34 thread: 2

jvm.choice.ThreadChoiceFromSet {>Thread-1}

java:129 : 1f (count == event2.count) {
java:130 : event2.wait for event();
java:79 : wait();

new_eventl = new Event();

/ Ames Research Center

17
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Example 1 - Deadlock (3)

================== trace #1l
—————————————————————————————————————— transition #0 thread: O
gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {>main}

[2843 insn w/o0 sources]

oldclassic.java:47 : Event new eventl = new Event();

—————————————————————————————————————— transition #29 thread: 1

gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {>Thread-0,Thread-1}

oldclassic.java:102 : 1f (count == eventl.count) {
oldclassic.java:103 eventl.wait for event();
—————————————————————————————————————— transition #30 thread: 2

gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {Thread-0,>Thread-1}

if (count == event2.count) {
count = event2.count;

oldclassic.java:129
oldclassic.java:133

System.out.println(" 2");
eventl.signal event();

oldclassic.java:126
oldclassic.java:127

oldclassic.java:71 : count = (count + 1) % 3;
oldclassic.java: 74 <::E:notifyAll{ZZ:><—-
oldclassic.java:75 s
oldclassic.java:129 if (count == event2.count) {
—————————————————————————————————————— transition #33 thread: 1

gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {>Thread-0,Thread-1}

oldclassic.java:103 eventl.wait for event();

oldclassic.java:79 C:::j : waiz?yz:::><<
—————————————————————————————————————— transition #34 thread: 2
gov.nasa.jpf.jvm.choice.ThreadChoiceFromSet {>Thread-1}
oldclassic.java:129 : 1f (count == event2.count) {
oldclassic.java:130 event2.wait for event();
oldclassic.java:79 : wait();

/ Ames Research Center
missed
signal
17
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Example 1 - Deadlock (4)

B |
/ Ames Research Center

4 creating trace of threading relevant operations explains deadlock in 4
lines: missed signal

report.console.property violation = error,snapshot
listener = .listener.DeadlockAnalyzer
===================== error #1
gov.nasa.jpf.jvm.NotDeadlockedProperty
deadlock encountered:

thread index=1,name=Thread-0,status=WAITING
waiting on: Event@290

thread index=2,name=Thread-1,status=WAITING
waiting on: Event@291

2 1 trans insn loc
W:291 37 invokevirt oldclassic.java:79 : wait();
W:290 36 invokevirt oldclassic.java:79 : wait();
A:290 35 invokevirt oldclassic.java:74 : notifyAll();
A:291 28 invokevirt oldclassic.java:74 : notifyAll();
S 1
S 0

18
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Example 2 - Multithreaded GUI (1) A

/ Ames Research Center

4+ extended GUI application that uses concurrent data acquisition

4 thread structure not obvious because of large portions of framework /
library code (swing)

4 application logic mostly implemented as callback actions

+

two overlaid non-determinisms: user input and scheduling sequence

*

“1mpossible” to test

®eOno RobotManager
S U} (1< )
ity user 1n ut | QUEUED RCAT-1 - oniine
b | p (] SINGLE_STEP | |[POGO-1 - online
‘ Tcaure i) <
[ Send )

Sequence |

Result |

19
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Example 2 - Multithreaded GUI (2)

A ————————————

4 JPF finds defect that is untestable, but..

UlShell

Ames Research Genter

vV »

[Properties Report  Test Output = Verify Output Components  Trace Script}

JavaPathfinder v5.x = (C) RIACS/NASA Ames Research Center Ej

NSNS SEENSSSSSSSSSSSSSSSSSEEzZsssszzzss System under test

application: RobotManager.java
general,
B EEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEmmEmEE Search started: 2/17/10 10:03 AM

( W
low leVel NN EEEEEEEEEEER error #1
gov.nasa.jpf.jvm.NoUncaughtExceptionsProperty
java.lang.NullPointerException: calling 'processSequence(Ljava/lang/String;)Ljava/lang/string;’
(1€3fk3(:t at RobotManager.sendSequence(RobotManager.java:266)
at RobotManagerView.sendSequence(RobotManager.java:538)
at RobotManagerView$3.actionPerformed(RobotManager.java:339)
at javax.swing.AbstractButton.fireActionPerformed(AbstractButton.java:113)
at javax.swing.AbstractButton$Handler.actionPerformed(AbstractButton.java:41)
at javax.swing.DefaultButtonModel.fireActionPerformed(DefaultButtonModel.java:387)
at javax.swing.DefaultButtonModel.setPressed(DefaultButtonModel.java:242)
at javax.swing.AbstractButton.doClick(AbstractButton.java:187)
\ at java.awt.EventDispatchThread.run(EventDispatchThread.java:65)

=W

BN EEE R RN Snapshot #1

thread index=1,name=AWT-EventQueue-0,status=RUNNING,this=java.awt.EventDispatchThread@2595,priori
call stack:

at RobotManager.sendSequence(RobotManager.java:266)

at RobotManagerView.sendSequence(RobotManager.java:538)

at RobotManagerView$3.actionPerformed(RobotManager.java:339)

at javax.swing.AbstractButton.fireActionPerformed(AbstractButton.java:113)

at javax.swing.AbstractButton$Handler.actionPerformed(AbstractButton.java:41)

at javax.swing.DefaultButtonModel.fireActionPerformed(DefaultButtonModel.java:387)
at javax.swing.DefaultButtonModel.setPressed(DefaultButtonModel.java:242)

at javax.swing.AbstractButton.doClick(AbstractButton.java:187)

at java.awt.EventDispatchThread.run(EventDispatchThread.java:65)

thread index-z,name-Thread-l,status-SLEEPING,this-RobotStatusAcquisitionThread@2635,priority-s,loki
call stack: v

1€ ), Ve ]

00 20
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Example 2 - Multithreaded GUI (3)

Y ————————————————

4 trace too long to find out what causes it

too deep
to understand

HONG) e

Ames Research Genter

vV »

—{ Properties  Report  Test Output - Verify Output © Components  Trace Script}

RobotManager.java:266 : return robot.processSequence(sequence);

- 3 8 3 38 3 8 3 3 3 4 3 3 3 4 3 8 4 4 3 4 4 3 3 4 3 4 4 3 3 3 3 33 3 333 4323y results

'/ | & 4 4 3 4 4 4 3 4 4 4 4 8 4 4 4 4 4 3 4 4 8 4 4 3 4 4 8 4 4 8 3 4 3 3 4 8 3 4 38 48 4 3 34 3 38 8433 statistics i\
elapsed time: 0:00:17
states: new=8812, visited=8917, backtracked=17557, end=0
search: maxDepth=836, constraints=0
choice generators: thread=8220, data=592
heap: gc=18126, new=15942, free=11676
instructions: 870251
max memory: 84MB
\ loaded code: classes=350, methods=4109 4,4

RobotManager.java:257 : return onlineRobots.get(robotName);

RobotManager.java:537 : Robot robot = model.getOnlineRobot(selectedRobotName);

RobotManager. java:538 : String result = model.sendSequence(robot, sequence);
------------------------------------------------------ transition #169 thread: 2
gov.nasa.jpf.jvm.choice.ThreadChoiceFromset {>Thread-l,AWT-EventQueue-0}

RobotManager.java: 245 : listModel.changed(robot);

RobotManager.java:184 : int idx = robots.indexOf(robot);
------------------------------------------------------ transition #170 thread: 2
gov.nasa.jpf.jvm.choice.ThreadChoiceFromset {>Thread-l,AWT-EventQueue-0}

RobotManager. java:184 : int idx = robots.indexOf(robot);

[23 insn w/0O sources]

RobotManager.java:184 : int idx = robots.indexOf(robot);

RobotManager.java:185 : 1if (idx >= 0) {

RobotManager. java:186 : fireContentsChanged(this, idx, idx);

[17 insn w/0O sources]

RobotManager.java:188 : )}

RobotManager.java: 246 : )}

RobotManager.java:151 : Thread.sleep(3000);

[3 insn w/o sources]
------------------------------------------------------ transition #171 thread: 1
gov.nasa.jpf.jvm.choice.ThreadChoiceFromset {>AWT-EventQueue-0,Thread-1}

RobotManager.java:538 : String result = model.sendSequence(robot, sequence);

error #1l: gov.nasa.jpf.jvm.NoUncaughtExceptionsProperty "java.lang.NullPointerException: calling

B EEEEEEEEEEEEEEEEEEEEEEEEEErennnnnnensnnneezmmmss Search finished: 2/17/10 10:03 AM

-

21
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Example 2 - Multithreaded GUI (4)

R ’
/ Ames Research Cenler

generic high level trace analysis can help (e.g. hierarchical method
execute/return log with MethodAnalyzer listener)

still too time consuming in many cases

listener=.listener.MethodAnalyzer
method.include=*Robot*

> i eeeeen RobotManagerView$2@642.itemStateChanged(Ljava/awt/event/ItemEve
>— e RobotManagerView@413.acquireRobotStatus(z2)V . e
> it eicceeas RobotManager@287.startAcquisitionThread()V
> it e RobotStatusAcquisitionThread@2635.<init>(LRobotManager; )V
< tieeeeeeenns RobotStatusAcquisitionThread@2635.<init>(LRobotManager; )V
< tteeennccns RobotManager@287.startAcquisitionThread()V
< teeeeocnes RobotManagerView@413.acquireRobotStatus(Z)V
S— i RobotManagerView$5@606.itemStateChanged(Ljava/awt/event/ItemEvent; )V t}ltf:fl(l ]_
< teernnnes RobotManagerView$5@606.itemStateChanged(Ljava/awt/event/ItemEvent; )V
>- .... RobotManager$ListModel@323.getSize()I
< .... RobotManager$ListModel@323.getSize()I
> it eeeeeceen RobotManagerView$6@848.valueChanged(Ljavax/swing/event/ListSelectionEvent; )V
S RobotManager$ListModel@323.getElementAt(I)Ljava/lang/Object;
< tieeeoccccanns RobotManagerS$ListModel@323.getElementAt(I)Ljava/lang/Object;
< teeennncoons RobotManagerView$6@848.valueChanged(Ljavax/swing/event/ListSelectionEvent; )V
>— il RobotManagerView$3@885.actionPerformed(Ljava/awt/event/ActionEvent; )V
>— e RobotManagerView@413.sendSequence( )V
> e RobotManager@287.isRobotOnline(Ljava/lang/String;)Z
< titeeeenns RobotManager@287.isRobotOnline(Ljava/lang/String;)Z
> it i eeeseen RobotManager@287.getOnlineRobot (Ljava/lang/String; )LRobot;
>- .. RobotManager@287.getListModel()LRobotManager$ListModel;
< .. RobotManager@287.getListModel ()LRobotManager$ListModel;
>- .. RobotManager$ListModel@323.getSize()I
< .. RobotManager$ListModel@323.getSize()I
>- .. RobotManager$ListModel@323.getElementAt(I)Ljava/lang/Object; Il (1 ZZ
< .. RobotManager$ListModel@323.getElementAt(I)Ljava/lang/Object; t If321
>- .. RobotManager@287.isRobotOnline(Ljava/lang/String; )z
< .. RobotManager@287.isRobotOnline(Ljava/lang/String;)Z
>- .. RobotManager@287.setRobotOnline(LRobot;ZzZ)V
< tevesocnes RobotManager@287.getOnlineRobot (Ljava/lang/String; )LRobot;
> it RobotManager@287.sendSequence (LRobot;Ljava/lang/String; )Ljava/lang/String;
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Example 2 - Multithreaded GUI (5) A

5 |
/ Ames Research Center

4 long trace shows scheduling sequence is involved

4 problem specific refined trace analysis:
“show only overlapping method invocations on same objects™

4 reduced trace easily shows missing sync between
RobotManagerView.sendSequence() and data acquisition thread

listener=.listener.OverlappingMethodAnalyzer
method.include=*Robot*

0: < . RobotManager.main([Ljava/lang/String;)V thread 1

l: > coeeee.. RobotManagerView$3@885.actionPerformed(Ljava/awt/event/ActionEvent; )V

l: >- oo RobotManagerViewl@413.sendSequence()V

l: >=  ciieeeennn RobotManaqer@287(§§£651ineRSE§£ILjava/lang/String;)LRobot;

2: >-< .. RobotManager@287.getlListModel()LRobotManagerSListModel; thread 2

2: >-< .. RobotManager@287.isRobotOnline(Ljava/lang/String;)Z

2: >— .. RobotManaqer@Z8¢Z§§E§Bbot6§i§ﬁ§}LRobot;Z)V

1: < ittt RobotManager@287.getOnlineRobot (Ljava/lang/String; )LRobot;

l: > iieeeenns RobotManager@287.sendSequence (LRobot;Ljava/lang/String; )Ljava/lang/String;
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Example 2 - Multithreaded GUI (6)

4 how expensive was this refined analyzer?

MethodAnalyzer

functional

public class MethodAnalyzer extends Listenerhdapter {

onun opType { CALL ("> °), 1/ dnvokex brosks transition (.9, blocksd sync)
Execurs (" -'7), 7 method mothod after transition
cawr. xecure (- 0), 77 CaIICE enter within same trameition
RETURN (*<7), 77 mothod returned
Exec_meTums (<), 7/ exscute & return in consecutive of
CRLLERRCRERURR (h-<'); /] Gall & oxocute & revurn in consecutive ops

stin
o (String code)( this.code = cote; )

Ene seackDepth;

/7 this is used to keep our own trace
L Btaeeta"s Tuceqer hrw vATUEs
Hothodop prevrzansition;

Methodop p;  // prov during execution

Mothodop (OpType type, MethodInfo mi, Threadinfo ti, Elementinfo oi, int stackDepth){
tals yre' ooy

e N—
)

Hothodop clone_(0pType novtype)(
0p op = now HethodOp(newType, mi, ti, oi, stackbepth);

=%
Tethon o
)

boolean isethodEnter() (
| Totumm (sype == opype.caLs, mECTTE) || (type == Opype.ExECTTE);

beolemn insamethod(ueshodop op) (
' (mi mi) 6 (61 == op.ti) &6 (oi

op.i) && (stackDopth == op.stackDepth) ;

void priston(priatiiter pu, ethodhnalyser ssalrses) (
Print tLgataniex))]

pe-prins(trpe-code);
uoprine ("
18 (anatrzer.sheupept {
1< stackbepth; i44) {
A

pupeine(
)
st gt tnstacsc
56 (ol getClanatnton 1= aigetclassino()){ // method is i supercisss

m...nmn v

(print(ei);
Beprine (>},

} Slse {7/ method is in concrete object class
peprint (o1);

bese ¢
| Pprint(ai.getciasshane);

pu.print(*.);
BB i Y eontquenane )

public string tostring() {
Top”(*"% ti.getName() + ',* + type.code +
E e AL ST

)
»

11 zeport options

ringsetatcher includes

s null; // means a1l
StringsotMatchor excludes

Rull} /7 means none

ot mesistory;

17 execution environment
v vm

Search search;

opzype opType;

7/ this is used to keep our own trace
Methodop Lastop;

Mathodo tion;

boolean isFirsttransicion = true;

/7 this ix ot atter we call covertandaFlatten auring report

77 twomcan eal Foveremnariacion sice"since 1t 18 ¢ Reructive, but

77 ve have to report several timss in o have several publishers)
Nathodos Eirsion = mait;

1/ for Heuristicssarche

; 0%, that'e bratndea but ot lasst 0 nesd for clonig
0

public Methodhnslyser (Config confis, JPF 3pf)(

enis);

maxilistory = config.getInt (“method.max history”, Integer.MAX_VALUE);
= et

£ig. :
sig! "
Jpf.getw();
eare™ Jor gerbeasch();
)
void addop (vt vm, OpTyD MothodInfo mi, Threadinfo ti, Elementinfo ei, int stackDepth)(

opzype
it mmnm 3 ..r.mm..m.e..,
00 (opType, Bi, ti, ei, stackpepth);

)

)

boglomn istnaiyzedethod (ethodinto mi)(
String e ame (

ora Stringsetatoher ekaton (MihNane, includes, excludes);

if (showrransition) {
18 (apmtatora” 1~ Jasestarera) (
StatoTd = op.staterd;

Tne’tla = op.ei.getindex();
iF (sia 1= Tastia) (

- tia;

1

op.printon(pu,
pulprintlng) s
)
)

7/ warning - this rotates pointers in situ, i
Methodop FevertAndriatten (Methodop start) {

aostroys the original structure

Mothodop last = null;
Methodop proviransition = start.prever

sition;
for othodop op = stast op 1= muils) (
Hetiodop opp

if_(on

Tast = op;
op = proviransiti
Provrtansition - op proviransition;

1

JPF overhead

searchtistenr intertace
77 <haos this % esdlockanalyser, except of xxop type -> rafactor

Public void stateMvanced (Search search){

if (search.isNewstate() &6 (lastop t= null)) {
Lot state1d = search getstatenumber();

for (ethodop op-iastop: op 1= nuil; op-op.p) {
op

td = "Traces

proviransition = lastTransition;
Ao s Tackons
)

Lastop = nul
ieFiretaransition = false;

public void s
Tnt statora

stk

atepackeracked (Search search){
oarch. gots or (

o iy > statera))(
Tastifansition = lastTransition.previransition

top = mull;

Public void statestored (Search search) {
7/ avays called atter staterdvanced

)

Fublic voia stateRestored (seaceh search) {

T i )
Mothodop ition.get (stated);
e

op;
“toredtransivion. senove(statald); // not strictly requirad, but we don’t come back
)

Wlistener interface

o34 imstructiontrocuted () (
SetLastinstruction();

Elenentinfo ef = mull;

i€ (insn instanceof Invokenstruction) (
call =

£5'2 vm.gotLastThroadinfo();
i = cail getTavokodmethod(ti)

it smmaiyredothod(ni)) (
opType type.

17 check 1€ this vas actually xocuted, or is & blocked sync cail
‘Gall) | 7/ ve-exacuted -> blocked of ovarlayed

) gise {1/ sxecuses
&1 derleststaptaene)) ¢

if (call instanceof InstanceInvocation) {
ez (

addop (vm, ype,mi ¢4 ,04, ti.getstackDepth();
)

} else if (insn instanceot ReturnInstruction) (
&1 = vn.gotLastThreadInfo(
Steckriine frme = ret geRetusarrane();

ame. getHathoalnta()

if (isanalyzediethod(ni)) {
it .m ,mmcm i
etthis();

ret 1= {
i< t1.gotElenentInfo(ref);
)

" #1371/ postsxec—> frame already popped

the PubisherBxtension part

public void publishPropertyViolation (Publisher publisher) {

if (firstop == null & lastTransition 1= mull){ // do this just once
Eizstop o revertAndPlatteniastTransicion);
)

Printuriter pw = publisher.getout();
“motnod .

printon(pw);
)

~120 loc

y
void printon (Printuriter ) {
o s ey
g Rimet A e S—
int teansition = skiprete i1 ~/
R R R
fox (Methodop op = stacts op 1= mulls op = 0p.B) {

almost) all functional

public class extonds «

public overlappingMethodhnalyser (Config config, JPF 3pf){
| supereanels 350

Methodop getReturnop (ethodop op, boole

withinsaneThread)

Threadino i = opriis
for_(Mothodop o wil; o = 0.p)(
e (withingameThread 6k o.ti 1= t0)(
ak;

if ((o.mi

.mi == mi) 86 (o.ti == i) & (o.stackDepth =
retuin o7

)

roturn null;

7/ check if there is an open exec from another thread for the sams ElementInfo
beglean tsoponties Aluhu-pcnxe;axniu,neu\te(lethedop» ‘openExecs, Methodop op) {
“Threadino

Hlonentindo e

ror_ (s o )t
e kc Cgeter() 12w ('
Sethodop’ = o getvetueqy;
Tor" (Ttaracoranotho 0d0p>"{4"="3 deacendingiterator(); it.haswext () {
i i
i

if (.t o=
covuen tru
)
)
)

)

coturn talse;
)

77 glomn up (i necessacy) - both nEzvRNS and excoptions

opanExecs, Methodop op){
Thnld!n{w £
e St ackbepth - bp.siackpepth;

Dequecethodop> stack = openExecs.get (ti);
gt opieset ity
for (Nothodop o = stack.pesk(); o I- null §& o.stackbepth >= stackbepth; o = stack.pesk()) {
atack.pop (1
)
)

)

¥o34 addopentrec (Tastiap<ThreadIngo, DequecNetOdOp>> openEXECs, Nethodop op) (
“Thre:
Domectathodops sEack = openBxecs.get(£4)7

nuil) ¢
ack = now ArrayDeque<othodop();
.k .push (0p) 1

openExecs.put (11, stack);

) else (
stack.push (op
)

void printon (printuriter pu) {
Mathodop start = firseop;
Hashiap<Threadinfo, Deque<iethodop>> openExecs = new HashMap<Threadinfo,Deque<Hethodop>>();
int laststatela_ = Integer NI VALUE;
ot smition - adpnde s
int Tastmia = seart.ei.gotIndex();

for (Mothodop op = start; op

= null; op = op.p) {

Lassseasera) ¢
1AsEitaters = op-siate

print(
P printin(transitionts

o
Snt tia <getndex(
ey ‘- ;. ma, <

cleanupopensxac (openExscs, op);

if (op. isMethodsnter()) { // EXEC or CALL EXEC

Mothodop =« getRoturnop(op, true);
if (retdp 1= null) Loted, sidp
it (1 sopensxec(openExec, op))
op = ro
Continue;

) lae (/7 ehis i an open method xec, record it
| sdddpenEsec apentuece; op);

)
op = consolidateop(op)

op-printonce, this);
ntin()s

10d0p consolidateop (ethodop op) {
m Giekiodtp o ~lop.p;"o 1= Tuil o - o-p)¢
e movzcannicion L (o Staterd tatera)) (

e io;trsemaneneaton)) ¢
switen (ortame) (
ase REFURN
susten (0. 4ype) ¢
o ChLL Eneure:
op = 0. Clone (OpType.CALL_EXEC_RETURN); bresk;
‘b = o.clone (OpType . EXEC_RETURN) ; break;

mm “Gop t7pe)

OB = o-<lone (OpType.CALL_EXEC_RETURN); bresk;

break;

< . EXECUTE: // simple loop
Ticen Cop:cype)
26 CALL EXEC RETURN:
e

/ Ames BﬂSﬁﬂfl}Il benter

OverlappingMethodAnalyzer

B ~150 loc
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Outlook - Lessons from Example A

/ imes Research Center

4 most explanations are within cross section between
e non-functional property violations (e.g. defect manifestation through
NullPointerException)
e application/domain specific program structure

4 scalability not just a challenge for finding but esp. for explaining bugs
(trace length)

+

lesson 1s not “develop the silver bullet listener”

+

where possible, trace analysis should not require rerunning JPF

+

key 1s how easy 1t 1s to come up with effective domain/property specific
analyzers = agile analysis
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Outlook - Current Deficiencies A

/ Ames ”ESﬁﬂfb’ll benter

4 domain/property specific trace generation done by listener outside of
generic (Instruction) trace generation

+

all traces kept in memory, competing with SUT heap and state storage

+

does not differentiate between trace generation and analysis/reporting

4 listeners have to handle backtracking / state restoration

JPF trace analyzer listener

property specific trace

search() {..

while (!done){..
if (!isNewState){
backtrack()

notifyStateBacktracked()
}

D{-:iizi-J
state id keys  property relevant
operations

generic trace

|00

if (forward()){..

executelInstruction() f..
notifyExecuteInstrxuction(.. pc)

nextPc = pc.ex ute(..) transitions instructions
rotityInotrlationErecutea(pe,ndxire) (-~
setPc(ne Pc
, T ——
notifyStateAdvanced() i.
, 000
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Outlook - The Trace Server A

/ imes Research Center

4 where possible, separate property checks, trace storage and post
mortem trace analysis (mostly for safety properties)

+

keep trace storage outside of JPF (search process memory savings)

+

key aspects
e performance: one-way, no-sync communication JPF — Trace Server
e usability: simple trace query interface

single run multiple runs (post mortem)
trace server
N
N—
JPE etrrsi;:; r >| t:ace | | trace |« | tra:ce report
storer query analyzer | -
listener " T —
* execution engine » tfransition caching * post mortem trace analysis
* property checks » tfrace storage * report generation
- state matching, * query interface (enumeration)

storage, backtracking
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Outlook - Trace Server Conclusion A

/ Ames ”ESEﬂfﬂll benter
4+ will be implemented as part of our participation in Google Summer of
Code 2010 Program (funded by Google)

4 directly applicable to ongoing NASA project

+

shows how to leverage open source for government

Thank You
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