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@Nonnull and NonnullChecker

The @Nonnull annotation was one of the motivating examples of the [groups.google.com/group/jsr-305 JSR 305] initiative, which aimed at specifying

general Java annotations for software defect detection - right along the alley of JPF. The essence of @Nonnull is quite simple: it is used to explicitly

state that a method argument, field or method return of reference type should never hold a null value (for fields, this is obviously relaxed to not hold

null after the object got initialized). The purpose of this is to make it clear if the programmer explicitly has to check for null, and/or to detect violations

of this, as shown in the following example:

http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-concurrent
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-cv
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http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-racefinder
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/rtembed
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-statechart
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/net-iocache
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-aprop
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-numeric
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-symbc
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-concolic
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-extended-test-gen
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/eclipse-jpf
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/netbeans-jpf
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-inspector
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-shell
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-template
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-trace-server
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/standardnbproject
http://babelfish.arc.nasa.gov/trac/jpf/wiki/summer-projects/start
http://babelfish.arc.nasa.gov/trac/jpf/wiki/external-projects/start
http://babelfish.arc.nasa.gov/trac/jpf/wiki/changes
http://babelfish.arc.nasa.gov/trac/jpf/wiki/about/start
http://babelfish.arc.nasa.gov/trac/jpf/wiki/about/wiki
http://babelfish.arc.nasa.gov/trac/jpf/wiki/about/lists
http://babelfish.arc.nasa.gov/trac/jpf/wiki/about/contribute
http://babelfish.arc.nasa.gov/trac/jpf/wiki/about/account
http://babelfish.arc.nasa.gov/trac/jpf/wiki/events/start
http://babelfish.arc.nasa.gov/trac/jpf/wiki/presentations/start
http://babelfish.arc.nasa.gov/trac/jpf/wiki/papers/start
http://babelfish.arc.nasa.gov/trac/jpf/wiki/FAQ
http://babelfish.arc.nasa.gov/trac/jpf/wiki/support
http://babelfish.arc.nasa.gov/trac/jpf/wiki/playground/playground
http://babelfish.arc.nasa.gov/trac/jpf/wiki/TOC
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import javax.annotation.Nonnull;

public class NonnullViolation {

 ...

 int computeSomething (@Nonnull String s){

   return s.length();

 }

 public static void main (String[] args) {

   NonnullViolation t = new NonnullViolation();

   String s = null;

   ...

   int len = t.computeSomething(s);

 }

With the following application property file:

# JPF application property file for example application NonnullViolation

target = NonnullViolation

listener+=,.aprop.listener.NonnullChecker

a JPF run of

> bin/jpf NonnullViolation.jpf

will produce the following output:

JavaPathfinder v5.0 - (C) 1999-2010 RIACS/NASA Ames Research Center

====================================================== system under test

application: NonnullViolation.java

...

====================================================== error #1

gov.nasa.jpf.jvm.NoUncaughtExceptionsProperty

java.lang.AssertionError: null value of @Nonnull parameter: 

              NonnullViolation.computeSomething(Ljava/lang/String;)I, parameter: 0

       at NonnullViolation.main(NonnullViolation.java:35)

...

While currently being somewhat hampered by constraints of possible Java annotation targets, there are already three immediate uses of this annotation:

(1) Fields

@Nonnull marked fields are not allowed to be un-initialized at the end of any constuctor execution, and any assignment of a 'null' value to such a field is

an error:

class SomeClass {

 ...

 @Nonnull String id;

 ...

 SomeClass () {

   ...

   // forgotten initialization of field 'id' is an error

 }

 void doSomething(){

   ...

   id = null;   // 'null' assignment is an error

 }
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Technically this is a class invariant stating "assert id != null", but in a very intuitive and efficient way.

(2) Method Arguments

The second use is to specify that a method should never be called with a null argument value, as in:

class SomeClass {

 ...

 void doSomething(@Nonnull Object o){

   ...

 }

 ...

    doSomething(null); // calling with null argument is an error

 ...

Interestingly, here the annotation becomes a precondition specifying the callers responsibility.

(3) Method Return Values

Lastly, we can use @Nonnull to express that a method is not allowed to return null:

class SomeClass {

 ...

 @Nonnull Object returnSomething(){

   ...

   return null;   // returning 'null' is an error

 }

 ...

This is of course a postcondition.
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