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@SandBox and SandBoxChecker

The @SandBox annotation is in a way the counterpart of @Const - it specifies that a class is only allowed to modify its own fields, but nothing outside.

Assume the following example

... 

public class SandBoxViolation { 

 static class X { 

   int d;
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   void doSomethingUnsuspicious () { 

     d++;                       // nothing bad in and of itself 

   } 

 } 

 

 @SandBox 

 static class Y { 

   void foo (X x){ 

     x.doSomethingUnsuspicious(); 

   } 

 } 

 

 public static void main (String[] args){ 

   X x = new X(); 

   Y y = new Y(); 

   x.doSomethingUnsuspicious(); // fine 

   y.foo(x);                    // not so fine 

 } 

}

with the following application property file:

# JPF application property file for example application SandBoxViolation

target = SandBoxViolation

listener+=,.aprop.listener.SandBoxChecker

executed by:

> bin/jpf SandBoxViolation.jpf

Which will produce the following output:

JavaPathfinder v5.0 - (C) 1999-2007 RIACS/NASA Ames Research Center

====================================================== system under test

application: SandBoxViolation.java

...

====================================================== error #1

gov.nasa.jpf.jvm.NoUncaughtExceptionsProperty

java.lang.AssertionError: write to non-owned object: SandBoxViolation$X@302 from sandbox: SandBoxViolation$Y@306

       at SandBoxViolation$X.doSomethingUnsuspicious(SandBoxViolation.java:30)

       at SandBoxViolation$Y.foo(SandBoxViolation.java:37)

       at SandBoxViolation.main(SandBoxViolation.java:46)

...

Why can't we just use proper access modifiers to enforce this at compile time? Well, if you can, you certainly should, but what if your class has complex

fields like java.util.HashMap etc., which are fine to modify as long as the map or any of the objects it holds are not visible outside the @SandBox?

We can account for that, and here is how it works:

The basic check is on PUTFIELD,PUTSTATIC and ArrayStore operations that are performed while there is at least one SandBox method on the

stack. The field owner has to be either this SandBox, or it had to be created from within a method of this SandBox (or some method called from there),

without having leaked out of a sandboxed context between creation and the write operation.

This is downward transitive, i.e. writes to objects directly or indirectly created from the same sandbox context are allowed (e.g. to allow SandBox objects

to use containers)

While SandBox objects can nest, this is not upwards transitive, i.e. at any given time we just have to check the innermost sandbox context for violations.

A static method of a SandBox type is only allowed to change static fields of this class.

An instance method of a SandBox type can change its own instance fields and (optionally) static fields of its class.
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According to this scheme, there are three types of objects:

1. sandbox objects (identified by their types/reference values)

2. objects created from within a sandbox (marked with attributes holding the ref value of the creating sandbox context)

3. all others

If a marked (b) object is returned from a sandbox context (topmost sandbox method on call stack), it is recursively unmarked, which can be an expensive

operation.

SandBoxes are also downwards transitive with respect to types, i.e. all types extending or implementing SandBox types are SandBoxes themselves.

The inverse is not true - super-types of SandBoxes are not SandBoxes. This means we have to check for the concrete object type when executing an

instance method, not the type that implement the method
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