Vulnerability Example

Vulnerability testing is starting to work. Training occurred on the first method shown below for detection of the disclosure of confidential info in thrown
exception vulnerability. The vulnerability was then detected via the new Mango Test command. The crucial point being, the two methods are not all that
similar, but the test performed nominally with no false positives. Also, although the second method is a giant case split with >thousands of ground cases,
a significant proportion, probably around 1/5, of these cases are in fact vulnerability hits. So a random walk hits the vulnerability fairly quickly. In this
case, after computing 50 steps through case-splits, there was a hit, with a traceback of 14 steps. Random walk took about a minute, but with
optimization should get down to seconds.

The traceback allows for visually replaying the exact circumstances of the hit, but you have to start at the beginning of the trace-back and work
through all 14 steps. This is useful for debugging Mango, but in general too cumbersome for user work flow. The immediate plan is to just select
the source code lines associated with the traceback of a hit. This should in most cases give the user the information that is necessary to fix the
problem.

Training
*
final public class RawContact {
/f DEMO EXAMPLE
Q% public JS0NObject EZtest() {
b J150NObqject json = new JSONObject(}:
try {
o] if (mDeleted) {
json.put("d", mDeleted);
}
} cotch {final Exception ex} {
Log.i{TAG, "Error converting RawContact to JSONObject" + ex.toString(});
1
return json;
}
£f END DEMO EXAMPLE
Test
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http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-mango/vulnerabilityExample#detected
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-mango/vulnerabilityExample#mangoTest
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g% = public static RawContact walueOf(JSOMObject contact) {
try {

o final String userName = lcontact.isNull{"u"} ? contact.getString("u") : null;
et final int serverContactld = !contact.isNull{"i") ? contact.getInt("1") : -1;

£/ If we didn't get either a username or serverld for the contact, then

£f we can't do anything with it locally...
e if (CuserName == null) && (serverContactId == 8)) {
et throw new JSOMException("JSON contact missing required 'u' or "1' fields");

i
e final int rawContactId = lcontact.isWull{"c") ? contact.getInt("c") : -1;
s final String firstName = lcontact.isNull{"f"} 7 contact.getString("f") : null;
e final String lastName = lcontact.isNull{"1") ? contact.getString("1") : null;
s final String cellPhone = lcontact.isMull{"m"} ? contact.getString("m") : null;
T final String officePhone = lcontact.isWull{"o") 7 contact.getString("o") : null;
T final String homePhone = lcontact.isMull{"h"} ? contact.getString("h") : null;
T final String email = lcontact.isNull{"e") ? contact.getString("e") : null;
T final String status = lcontact.isNull{"s") ? contact.getString("s") : null;
T final String avatarUrl = lcontact.isWull{"a") 7 contact.getString("a") : null;
T final boolean deleted = lcontact.isNull{"d"} ? contact.getBoolean("d") : false;
e final long syncState = lcontact.isNull{"x"} ? contact.getlLong("x"} : @;

return new RowContact{userName, null, firstName, lastName, cellPhane,
officePhone, homePhone, email, stotus, avatarlrl, deleted,
serverContactId, rawlContactld, syncState, false);
} catch (final Exception ex) {
Log.i(TAG, "Error parsing JSON contact object” + ex.toString());
1

return null;

El Console 52 [ Specification insafeSxpasiie =
MangoConsole ) | 1 <Unsafe exposure of opague method exception content for #6 in heap> 3
GROUND CASE
45. case 2. isNull{?) may be c
46. case 2. £, warl_2
will BRANCH (23 |T|
47. case 1. no , wvarl_2 e
48. case 1. ¢, varl_1
49, case 1. £, return wvalue
will BRANCH (20
58. case 1. vyes, return value
51. case 1. yes, varl
52. case 1. t, heap
GROUND CASE
53. case 2. no , varl from 40
axxxxxxxxaxaaxx>=lnsafe Exposure
<Unsafe exposure of opaque method exception content for #6 in heap>
Beginning test of: SpecNodeModel of com.example.android.somplesync.client.RawContact.valueOf(Lorg/jsons/IS0NI
1. varl 5
3. case 2. isNull{?) is not a thrown exception, varl_2
4. case 1. no , varl_ 2
6. case 2. isNull{?) is not a thrown exception, varl_2

24. case 2. yes, varl_5

25. case 1. getInt{?) is not a thrown exception, varl_2

26. case 2. t, varl_5

43, case 2. yes, varl_4

45, case 2. isNull{?) may be cast to java/lang/Exception, wvarl_1
46. case 2. t, warl_2

47. case 1. no , varl_ 2

48, case 1. t, warl_l

49, case 1. t, return value

53. case 2. no , wvarl

e

Mango Test Command
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P = Mango Home

i Bl New

El New Folder

El Cut

& Copy

El Paste

&l Paste (below Folder)
&l Delete

El Rename

El Show tokens

El Show context

&l Show module info

Test Mango

i Quick start

Co Home
Go Back
= Go Into

Resource Configurations >
P

* @return user The new instance of Sample RawContact cri
*/
public stotic Rawlontact valueOf{1SONObject contact) {

try {
final String userName = !contact.isNull{"u™) ? o
final int seruerContactId lcontact. isNull{"i™)

A4 we can't do anything with 1t locally..

if ({userNome == null) && (serverContactId <= @)
throw new J50MException{"]S0N contact missin

1

final int rawContactId = lcontact.isNull{"c") ?
final String firstName = lcontact.isNull{"fF") 7
final String lostName = lcontact.isNull{"1") ? o
final String cellPhone = lcontact.isNull{("m") ?
final String officePhone = lcontact.isNull{"o")
final String homePhone = lcontact.isMull{"h") ?

final String email = lcontact.isNull{"e") ? cont
final String status = lcontact.isNull{"s") ? con
final String avatarUrl = lcontact.isNull{"a") ?

final boolean deleted = lcontact.isNull{"d") ? o
final long syncState = lcontact.isNull("x") ? co

return new RawContact{userName, null, firstNome,
officePhone, homePhorne, email, status, a
serverContactId, rowContoctId, syncState
} catch (final Exception ex) {
Log.i(TAG, "Error parsing 150N contact object” +
}

return null;
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