Test Generation Via Symbolic Simulation

This demo explains how to train Mango to recognize a potential vulnerability, the inadvertent disclosure of confidential information via a thrown exception
message. The tool has already been trained not to "trust” the Log.i() method in RawContact.EZtest() (see figure below).

£ "
i@ final public class RawContact {
31
32 Ff DEMO EXAMPLE
; 33s public JS0NObject EZtest() {
g 34 JSONObject json = new JSONObject(};
15
36 try {
E 37 if (mDeleted) {
E1:1 json.put("d", mbDeleted);
39 }
48 } catch (final Exception ex)} {
41 Log.i{TAG, "Error converting RawContact to J50NObject" + ex.toString(});
42 }
43
4.4 return json;
45 }
46 £f END DEMO EXAMPLE
47

This means that input to Log.i() will be flagged with unknown exposure status. More specifically, the figure below shows the expression for the output
heap of the Log.i() specification has been altered by introducing the "safeExposure" sub-expression (see figure below).

1J] RawContact.java B (href (linkinfo... B (safeExposure (+... [Z|pu5hH by

pushH Rename

Pattern

[ parameterMap ( pushH { loc { safeExposure @msg @inputHeap ) 'unresolved ) value @inputHeap } )

Action

The goal is to teach the tool that the message from an exception thrown by an "opaque" method such as put() in the example is in fact unsafe.
1 Follow the instructions here to install the Mango development platform.

2 Launch the Mango platform from the development platform to create the corresponding Mango run-time, if necessary. You may wish to run the Hello
World example from the Mango platform to gain familiarity with base operation of the plugin.

3 Follow the instructions at the Android website _http://developer.android.com/sdk/index.html to install and build the Android SDK. In the developer
Ecipse platform, load the Eclipse Android plugin, found at the update site:

https://dl-ssl.google.com/android/eclipse/

4 Launch the Mango platform, and create the Android/Example/SampleSyncAdapter project within the Mango platform. You will need to explicitly indicate
the android.jar from the Android SDK in the project class path (see figure below). Likewise, explicitly indicate the JRE (Java Runtime Environment) in the
project class path.


http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-mango/platformInstall
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-mango/gettingStarted
http://babelfish.arc.nasa.gov/trac/jpf/wiki/projects/jpf-mango/gettingStarted
http://developer.android.com/sdk/index.html

% Package Explorer 52 J Properties for SampleSyncAdapter

| ( type filter text Java Build Path fe=1% 4
» 24 Confidentialinfa P Resource
» 3 FirstyearProject Android | 8Source | (2 Projects [NEENFTEAN & Order and Export |
| Android Lint Preferences
P L= MangoHome y JARs and class folders on the build path:
[ = Builders
= MangoSystem Build Path > i f 2 £ 1
PESSampleSvncAdamer | Java Bui (¢ android.jar - fUsers/frank/android-sdk-macosx/platforms i |. Add JARs... _|
I Java Code Style » =) Android 4.1.2
¥ Java Compiler P = Android Dependencies [ Add External JARs... |

P Java Editor
Javadoc Location
Mercurial |
Project References
Run/Debug Settings | Add Library... |

»Task Repository
Task Tags [ Add Class Folder...

P Validation
WikiText

P =0, JRE System Library [I[VM Contents (MacO5 X Default)]

Add Variable...

| Add External Class Folder... |

Edit...

Remove

Migrate JAR File...

@ |  Cancel || oK |

v T

5 Be sure the JRE is first in the class path order list (see figure below).

(- NaNs) Properties for SampleSyncAdapter
type filter text Java Build Path [=1 - v
P Resource
Android | #5curce | [ Projects | miLibraries [EESSINITFTLNITI SN
Android Lint Preferences
Builders Build class path order and exported entries:
Java Build Path (Exported entries are contributed to dependent projects)
I Java Code Style || = JRE System Library [[VM Contents (MacO5 X Default)] Uo
I Java Compiler (| = Android Dependencies L3
FJava Editor = [ sampleSyncAdapter(src Down

Javadoc Location
Mercurial
Project References

= 2 sampleSyncAdapter/gen
| =hAndroid 4.1.2

Run/Debug Settings ™= @t android.jar - [Users/frank fandroid-sdk-macosx/platforms jandroid- 16 Top
P Task Repository
Task Tags [ Bottom |
P Validation
WikiText ————rT—,
[ Select All |

6 Download SampleSyncAdapter.zip at http://babelfish.arc.nasa.gov/trac/jpf/attachment/wiki/projects/jpf-mango/SampleSyncAdapter.zip. Drag the
MangoHome and MangoSystem found in the unzipped download folder to the Mango platform runtime. If these folders replace the corresponding existing
folders in the runtime, refresh the corresponding projects in the Mango platform. The android.jar must be present in the MangoSystem class path. If this
link is broken, repair it in the MangoSystem class path preferences. Point to the corresponding location in your Android SDK, as is done in step 4.

7 Be sure the Mango preferences for the Mango platform are set to the default state.

8 Paste the following code into the class com.example.android.samplesync.client. RawContact, located in the SampleSyncAdapter project. Fire the
"populate” and "run" commands for the EZtest method.

/1 DEMO EXAMPLE
public JSONObj ect EZtest() {
JSONObj ect json = new JSONObj ect () ;

try {
if (nDeleted) {
json.put("d", nDeleted);



http://babelfish.arc.nasa.gov/trac/jpf/attachment/wiki/projects/jpf-mango/SampleSyncAdapter.zip

}
} catch (final Exception ex) {
Log.i (TAG "Error converting RawContact to JSONCbject" + ex.toString());

return json;

}
/1 END DEMD EXAMPLE

9 View the EZtest formal specification (click on EZtest method icon --> click on EZtest in popup --> double-click on green Tr in Mango Explorer). Click on
return_value_2 (see fig below).

=l Console @ Specification @ EZtest()Lorg/jsan /JSONObject; 52

com.example.android.samplesync.client.RawContact.EZtest)Lorg /json/]S0ONObject;

[ * output state

varl 2
op® = return value_2

Returns or throws: return value_Z2

10 Click on return_value_1 (see fig below)

El Console @ Specification [@ EZtest()Lorg/json/]SONObject; 53

com.example.android.samplesync.client.RawContact.EZtest()Lorg /json/|SONObject;

return value_Z
Re: EZtest(JLorgs/jsonsIS0NObject;

[+ &

[ assuming:

return valye_1

[ b home state

11 Click on return_value_1 (see fig below). Be sure you are in the "yes" case, as this case potentially throws an exception to be caught and exposed by
Log.i().




Console [y Specification [ EZtest()Lorg/json/)SONObject; 53
coem.example.android.samplesync.client.RawContact.EZtest(Lorg /json/]SONObject;

return value_1
Fe: Is this.com.example.android. samplesync.client.RawContact . mbeleted true?

[T Yes

[ b assuming:

r‘etu& value 1

[ } home state

[+ no

12 Click on return_value_1 in the case put (?)» may be cast to javal/l ang/ Excepti on (see fig below). Observe this case must succeed in

order for the exception handler to capture the thrown exception.

Console [ Specification [§§ EZtest()Lorg/json/JSONObject; 53
com.example.android.samplesync.client. RawContact.EZtest(iLorg /json/|SONObject;

return value_1
Re: [1 11 r 1]-1 38: put{Ljova/lang/String;Z)Lorgs/json/J50N0b]ject; <returning=

( b put{+ does not cast to java/lang,/Exception

( b put(?) is not a thrown exception

[+ put{#)* may be cast to java/lang/Exception

( b assuming:

return uglue 1

[ b home state

13 Click on return_value_2 (see fig below)

49 private static final String TAG = "RawContact";

Console [ Specification [ EZtest(Lorg/json/)SONObject; 53
com.example.android.samplesync.client.RawContact. EZtest(Lorg /json f/JSONObject;

return value_1
Re: [1 111 r 1]1-1 19: <init=(Ljava/lang/5tring; Wereturnings=

[+t

[ b assuming:

return value_?

( b home state



14 Click on return_value_1 in the "no" case (see fig below). The exception in question here is for the concatenation operation in the second argument to
Log.i(). If we throw here, the exception message corresponding to json.put() will not be revealed.

£l Console [ Specification [ EZtest()Lorg/json//SONObject; 3

com.example.android.samplesync.client. RawContact.EZtest(jLorg/json/|SONObject;

return value_Z2
Fe: Is return value a thrown exception?

[» Yes

['no

[ b assuming:

return value_1

[ b home state

15 Click on return_value_1 (see fig below)

Console [ Specification [ EZtest()Lorg/json/)SONObject; 23 fiy &
com.example.android.samplesync.client.RawContact.EZtest()Lorg /json/]SONObject;

return value_1
Re: [111111pr 1]-1 41: append(Ljova/lang/String;)Ljavas/lang/StringBuilder;<returning

[+t

( b assuming:

return yalue 1

( b home state

16 Acknowledge the detection of an "unknown exposure”. This warning will appear occasionally from now on. In each case just acknowledge the

warning.
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47
800 Unknown Exposure ::;lec e i
awlontact";
1 <unknown exposure status for varz + 1 in heap>
WL NObject; §3

t{iLorg /json/|SONObject;

g/ String; JLjovaslang/StringBu

l b assuming:

return value_1

[ home state

17 Click on return_value (see fig below)

=l Console ﬂl Specification ﬂn EZtest()Lorg/json/]SONObject; &3

com.example.android.samplesync.client.RawContact. EZtest)Lorg /json/)S0ONObject;

return value_1
Re: T1111111¢r 1]-1 41: toString{)Ljaovas/lang/String;<returnings=

[+t

[ b assuming:

returnsvulue

[ b home state

18 Click on var2 in the "no" case (see fig below). If Log.i() throws the put() exception message will not be revealed.

=l Console [ Specification [ EZtest(Lorg/json /JSONObject; 53

com.example.android.samplesync.client.RawContact.EZrest{Lorg /json/]SONObject;

return value
Re: Is 1(¢3 a thrown exception?

[byes

[v no

[ b assuming:

%+2

[ b home state

19 Click on varl in the "no" case (see fig below). To find varl, open the "home state", open the "heap”, and finally open heap item #7. Note in this item
that "Error converting RawContact to JSONObject" is a string literal which occurs in the code. Evidently varl is the message for the exception thrown by

put().



Console [ Specification [§§ EZtest()Lorg/json/JSONObject; 52 fgj

com.example.android.samplesync.client.RawContact.EZtest()Lorg /json/|SONObject;

var?z
Fe: Is hex representation of hash code for put(?} the empty string?

[b\,nes

[vno

[ assuming:

#11

[ * home state

[+ heap

#B=org.json. 150N0bject
<init> . ?=7_1

[ b <reveal> at unresolved location

[ b <arithmeticValue> at #2

[ b <arithmeticValue> at #3

[ b <arithmeticValue> at #4

[ b <arithmeticValues> at #5%

[ b <arithmeticValue> at #1

[~ <arithmeticValue> at #7
#7=java.lang.5tring
#7 .value=Error converting RawContact to J50NObject + wapl
<unknown exposure status for #7 in heugv.unr‘esn’.ved—uu%ﬁ. .
opd = #@

Returns or throws: #8

20 At this point, it is necessary to reveal the "home state" in the Console. In order to do this, open the Mango Preferences and check "Open form as
expression”. Normally this is left unchecked because of the load it puts on the console.



800 Preferences

type filter text Mango Preferences = v

b Ceneral
» Android Eanan|
P Ant Additional projects:
FC/C++
b Code Recommenders [ Mew...
FHelp
FInstall/Update Remove
b Java
up
b Maven
P Miylyn

P Plug-in Development Bm
¥ Run/Debug =
FTeam I_*{]pen form as expression
aaten [ﬂ Fire vulnerability dialo
gs
b WindowBuilder
b XML W Suppress advice dialogs

21 Open the "home state" expression. This may take about 30 seconds.

=l Console @ Specification [.. EZtest{)Lorg/json/]SONObject; 23
com.example.android.samplesync.client. RBawContact.EZtest{Lorg /json/JSONObject;

varl
Re: append({Ljava/lang/String;)Ljava/lang/5tringBuilder;

[+t

[b assuming:
put(?3as 4+ @ 4+ hex representation of hash code for put{??)

[ * home state

[ b heap
opd = #@

Returns or throws: #8

22 Open the mango console, scroll to the bottom and select the heap expression (see fig below).



El Console 32 I Specification [ EZtest()Lorg/json/ISONObject; Eegl(t B =

MangoCeonsole

lievedStubs:
111r 1]-1 19: <init={Ljovaslang/S5tring; Wereturning=(213--=[1 1 11 1 r 1]-1 41: +toS5...: case:
11111r 1]-1 41: append{Ljovas/lang/String;)Ljavaslang/StringBuilder; <returning=(7J)-...: case:

test(OlorgsjsonsI50N0bject ; {15)--=[1 1 r 1137 if (mDeleted) {: case: 1

11r 1]-1 38: put{lLjavaslanasString;Z)Lorasjson/150N0bject; <returning={19)--=[1 1 1 1 ...: case:
111111pr 17-1 41: toString(OLjavaslana/String;<returning=(5)--=[1 1111111 r 1 cose:
test(lorgsjsonsI50N0bject;: case: 2

1111r 1]-1 41: toString(dLjovaslang/String; <returning={7)--=append{Ljavaslang/Strin...: case:
1 r 1737 if (mDeleted) {(Z213--=[1 1 1 r 1]-1 38: put{lLjovaslang/String;Z)}Lorg/jsonsJS0N...: case:
111pr 1]-1 19: clnlt;(L]uvaflanngtrlng,}Vqreturntng;(iS}——;toStrlng{}L]uvaflang/Str1ng,. cose:
1111r 1]-1 41: toString(dLjovaslang/String; <returning={18)--=[1 11 1 1 1 r 1]-1 41. cose:

expression{s):

ap: { href { linkInfo "heap { <pathName> 'modules "com 'example '"android 'samplesync "client 'RawC
ack: { push { pushOpStackl @"#@" ( popOpStack  topFrame { pop @inputStack 3 3 3 ) ( pop ( pop @in
at: @inputStaticArea

23 Copy the heap expression, and click on the Expression Editor button (see fig below).

Java - SampleSyncAdapter/src/com/example/android/samplesync/clien

LB <A AP LRV LSRR CASN =N 0 5 ¥ 2 8 +e
(@ Mango Explorer 3 = 5 4J] RawContact.java i3
|ﬁ o |E|IE§| = b S b g% src b R com

[ [E:Mangu Home

b Tr. EZtest(Lorg/json )5 EXPression Button _ ; :
Click to open a new expression editor. Represents a

g the fields of

*

29 */

38 final public cla:

31

32 £/ DEMO EXAMF
M o33 public JS0ONOE

24 The "Balance" command in the resulting Expression Editor captures a selection bounded the set of balanced parentheses closest to the cursor.
Capture the (safeExposure ...) expression by placing the text cursor as indicated and pushing the "Balance" button. Be sure the text cursor is on the
same line as the "safeExposure” rule key, inside the open parenthesis. (see figure below)



1] RawContact.java B (href (linkinfo... &3 =

{(href
(linkinfo

Rename J¢ H

(href
(linkinfo
'heap
(<pathName> 'modules 'com "example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json /JISONObject;”
‘taseSplits "[1111111r1]-141: toStringQLjava/lang/5tring; <returning=")
(<pathName> 'modules 'com "example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json /JSONObject;”
‘taseSplits "[1 11111 1r1]-141: toString(Ljava/lang/5tring; <returning=" )
)
(loc
(safeExposure
(+ @"#0" 7}
(href
(linkinfo
'heap
(<pathName> 'modules 'com 'example ‘android 'samplesync 'client 'RawContact "EZtest{)Lorg/json/ISONObject;”
‘casesSplits "[L11111r1l]-141: appendiLjava/lang/String;iLjava/lang/StringBuilder; <returning="}
(<pathMName> 'modules 'com 'example ‘android 'samplesync 'client 'RawContact "EZtest{)Lorg/json/|SONObject;”
‘taseSplits "[1 1111 1r1]-141: appendiLjava/lang/5tring;lLjava/lana/5tringBuilder; <returning="}
)
(loc
[+ @"#0" 7)
‘value
)
(stringAppend
#5Smango.worker.engine — Fantm=feem r--——= ranverting RawContact to JSONObject”
(stringAppend
(stringAppend
{getCanonicalTypeNa place cursor here
(valueH I
(loc I
I

(valueH
(loc W
(opagueRef
{=pathName> 'modules ‘org 'json 150NObject “put(Ljava/lang/String Z)Lorg/json/]SOMObject;” 'parameters

“put{®" )
(slist
(href

Rewrite type: -- Unconditional | | Conditional | ! lnversion | | Evaluation | | Compute invariants | | Expand state

| Balanci_l | Check | | Rewrite | | Type | | Post | | Delete |

(href (linkinfo... |

25 Copy the selected safeExposure expression, and press the Expression Editor button. This will bring up the safeExposure expression inside its own
editor window. (see figure below)

10



1J] RawContact.java B (href (linkinfo... B (safeExposure (+... 53

(safeExposure

(+. Rename [

(safeExposure
[+ @"#0" 7 )
(href

{linkinfo

'heap
(<pathName> 'modules 'com "example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json /JSONObject;”

‘taseSplits "1 11 1 1 1r1]-141; append(ljava/lang/5tring;)Ljava/lana/5tringBuilder; <returning=" }
(<pathName> 'modules 'com "example 'android 'samplesync 'client 'RawContact "EZtest()Lorg/json/JSONObject;”
'caseSplits "[L1 111 1r1]-141: appendiljava/lang/5String;lLjava/lang/StringBuilder;<returning="}
)
({loc
(+ @"#0" 7 }
value
)
(stringAppend
#Smango.werker.engine.sym.StringSym "Errer converting RawContact to |SONObject”
(stringAppend
(stringAppend
(getCanonicalTypeMName
(valueH
(loc
(valueH
(lec
[opagueRef
[=pathMame> 'modules 'org "json JSONObject "put(Ljava/lang/5tring; Z)Lorg/json/JSONObject;,” 'parameters
“put{®” )
(slist
(href
(linklnfo
'heap
(=pathMName:> 'modules "com 'example "android 'samplesync 'client 'RawContact "EZtest(JLorg/json/

JSONObject;” )
(=pathMName:> 'modules "com 'example "android 'samplesync 'client 'RawContact "EZtest(jLorg/json/

JSONObject;" )

)
(loc
(opaqueRef
{=pathMName:> 'modules "org json 'JSONObject "<init=(}¥" 'parameters '<init> )
telim®
Rewrite type: *) Unconditional () Cenditicnal () Inversion [ Evaluation || Compute invariants || Expand state
| Balance | Check | | Rewrite | | Type | | Post | | Delete

frafeFynosure [+
26 Generalize the safeExposure expression by selecting over-specified expressions with the "Balance" tool, and then typing in a distinct variable name
which abstractly represents the expression. The name itself is immaterial, but it should be suggestive of the meaning of the abstracted expression, and
different from other names introduced in this manner if and only if they refer to distinct sub-expressions. For example, the relevant fact about the put()
method is that it is opaque, that is, its functionality is unknown. Therefore, replace the "pathName" of the put() method with "opaqueMethodName", see

before and after figs below.

11



before

(safeExposure
[+ @"#0" 7 }
(href

{linkinfo

'heap
(<pathName> 'modules 'com ‘example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json,/JSONObject;”

‘taseSplits "[1 1111 1r1]-141: append(Ljava/lang/5tring;lLjava/lang/5tringBuilder; <returning="}
(<pathMame> 'modules 'com 'example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json /JSONObject;”
‘taseSplits "[1 111 11r1]-141: append{Ljava/lang/5tring;lLjava/lang/5StringBuilder; <returning="}

)
(loc
(+ @"#0" 7}
value
)
(stringAppend
#Smango.worker.engine.sym.StringSym "Error converting RawContact to JSOMObject”
(stringAppend
(stringAppend
(getCanonicalTypeName
(valueH
(loc
(valueH
(lec

(opagueRef
(=pathMame> 'modules "org ‘json |SONObject “put(Ljava/lang /5tring;Z)Lorg/json/J5S0MObject;" 'parameters

“put(?" )
(slist
(href
{linkInfo
'heap
(=pathMame> 'modules ‘com 'example ‘android 'samplesync 'client 'RawContact "EZtest(Lorg /json/

JSONObject;” )
fenarhhamea=s 'madinles 'rom 'avamnale "andraid 'eamalecune 'rlient 'Rawd™nnract "FFractil nrn licnn £

after

(safeExposure
(+ @"#0" 7}
(href

(linkinfo

"heap
{=<pathMamez> 'modules 'com 'example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json /JSONObject;”

‘taseSplits “[L 1111 1r1]-141: appendiLjava/lang/String;lLjava/lana/5tringBuilder; <returning="}
(<pathMame> 'modules 'com "example 'android 'samplesync 'client 'RawContact "EZtest{)Lorg/json /JSONObject;”
'‘caseSplits "[L 1 1 11 1r1]-141: append(Ljavalang/fString;lLjava/lang/5tringBuilder; <returning="}

)
(loc
(+ @"#0" 7 )
value
)
(stringAppend
#5mango.worker.engine.sym.StringSym "Error converting RawContact to JSONObject”
{stringAppend
(stringAppend
(getCanonicalTypeName
(walueH
(loc
(valueH
(loc
(opaqueRef
opagueMethodName
(slist

(href
flinklnfn

27 Continue in this manner until an expression similar to the one in the figure below is achieved. This process does involve a certain amount of
guess-work. There are two possible errors. If the resulting expression is too general, then there will be false-positives, that is, expressions will be flagged
as unsafe that are not really unsafe. On the other hand, if the resulting expression is too specific, then cases similar to this one will still be detected with
"unknown exposure status". The suggested expression is about as general as possible with a pure substitution technique. A sharper result is possible but

would require writing some code.

12



(saf eExposure
ref
(href
I'i nkinfo
(loc
ref
'val ue
)
(stringAppend
error Msg
(stringAppend
(stringAppend
(get Canoni cal TypeNane
(val ueH
(loc
(val ueH
(loc
(opaqueRef
opaqueMet hodNane
met hodl nput
)
~cl assNane
)
heap
)

~cl assNane

)
heap2

)

#Smango. wor ker . engi ne. sym StringSym " @

)
hexString

)
heap3

28 Navigate in the Mango Explorer to Mango Home/rules/Natural language/safety/unsafe access into opauque heap. Copy and past this rule, and
rename the new rule to "opaque exception message content” (see figure below)

13




i@ Mango Explorer 53 = =
i | XB$ S| B@E|G b

¥ = Mango Home
= hin
¥ [Z] rules
E] pebug
b [Z] variable Expansion
, » [E] Composition
¥ [E] Function Space
F [Z] Final rules
P E] Meta Type
F ] Code specific
b 2] Match
b [Z] Normalization
F [E] Conditicnal
F [Z] Mango Model
F [E] Utilities
¥ [E] Natural language
F E] link
b [Z] factoring
¥ [Z] safety
@ unknown status
@translate exposure
@ strings are safe

» [Z] arithmetic El New

» [E] class utility  [E] New Folder
b ] early birds

4] RawContact.java

bue b GBosrc b ]

£
26
5=
£f

28
29
39
31
32
33
34
35
36
o
g
39
49
41
42
43
44
45
46

-
r

48
49
58

E|EE

=Wl
* Represer
* the fiel
*f
final publi
FF DEMC
= public
J5C
try
} e
}
ret
i
£/ END
F** The
private
ote
ote
ote

ote

b [Z] frame El Cut

F [Z] heap E

q-fogN ElCopy M
F [Z] invocation El Paste

» [E io utility El Paste (below Folder)

29 Open the new rule, and click on "pattern” (see figure below)
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-l

1@ Mango Explorer 32 = 8 B (safeExposure @ pushH @ opaque exceptio 3 2 =

: &= =] ~ £
X = | BE | opaque exception message content Rename Order: 1 activ
¥ [=-Mango Home
[=bin Pattgrn
¥ E] rules ( tr { safeExposure { valueH ( loc { getFromLocalVar offset frame ) subaddress ) heapl ) ( href
E] Debug linkinfe location value ( pushH ( loc { opaqueRef path state ) sa ) valuel heap )} )}

» E] variable Expansion
¥ E] Composition

» E] Function Space Action

» [E] Final rules UnsafeAccessOpaqueHeap
P E] Meta Type Substitution

¥ E] Code specific

¥ E] Match

» E] Normalization
» E] Conditional
¥ E] Mango Model

» E] Utilities s
¥ E] Matural language offset Stable
» B link frame Stable
. subaddress Stable
# 2] factoring heapl Stable
¥ ] safety linkinfo  Stable
@ unknown status location Stable
@translate exposure value Stable
@ strings are safe path Stable
@ unsafe access into opaque heap BIHLE ;Eag:e
: sa able
@ opague exception message content e EE
» [E] arithmetic s bl

30 Replace the existing safeExposure expression with the newly created version. Be sure to leave the outer (tr ...) expression intact. Hit check to verify
the syntax, and correct any mistake (see figure below)
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B (safeExposure ) pushH ) *opaque excepti &3

Pattern

:_I LLI | mEsmetmesm T

3 = o3

2

[itr
(safeExposure
ref
(href
linkinfo
{loc ref 'value )
(stringAppend
errorMsg
(stringAppend
(stringAppend
[getCanonicalTypeMame
(valueH
(loc
(walueH
(loc
(opaqueRefl opagueMethodName methodinput )
AclassMame
]
heap
]
AclassMame
|
heap2
]
)
#Smango.worker.engine.sym.StringSym “@"
)
hexString
)
)
heap3
)
)
)

| Balance | | Rewvert .I | Check | | Commit |

K

opague exception message content | Pattern

31 Save the rule, and return to the root tab by pressing the tab below the "Balance" button (see figure below)
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B (safeExposure i) pushH () cpague exceptio 52 7

Pattern

(tr
(safeExposure

ref

(href
linkinfo
(loc ref ‘value )
(stringAppend

errorMsg
(stringAppend
(stringAppend
{getCanonicalTypeMame

(valueH
(loc
(valueH
(loc
(opagueRel opagueMethodName methodinput )
AclassMame
)
heap
)
AclassMame
]
heap?
)
]
#Amango.worker.engine.sym.stringSym "@”
)
hex5tring
)
1
heap3
)
)
)
| Balance | Revert

opague ixception message content |Pattem

El Console 52 S Specification U EZtest(iLora/ison/ISONObiec

32 Locate the existing action code, "UnsafeAccessOpaqueHeap", in the developer platform. Copy and paste this class, and change the content as
indicated (see figure below)
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«plorer 3 Plug-ins = B [J] UnsafeAccessOpaqueHeap.java [J] JPFruntime java [J] OpaqueExceptionMsgContent. java 52

= %-D i 3 Lﬁ jpf-mange ¥ 78 Mango/src b £ mango.ruleAction translate. safety b @ OpagqueExceptionMsgContent P @, action{Hitem, Hitem(], Rule) : Hitem

L £ =
» g3 ioUtility package mango.ruleAction.translate.safety;
:%\mk @ import mango.worker.engine.hash.Hitem;

{1} localVariable
» 3 logic public class OpagueExceptionMsgContent extends RuleAction {
¥ i number
»‘Baubjact = g public Hitem action(Hitem exp, Hitem[] sub, Rule rule)
¥ 3 opague throws RewriteException {
Pﬂanperand /4 (tr. (safeExposure x heap))

return SafetyUtil. translateAndAler nsafe Exposure”,”Unsafe exposure of opaque method exception content for",exp);
» i3 operatars t SafetyUtil.t lateAndAlert("Unsafe E: ", "Unsaf f thod i tent for" 3

¥ [} returnTranslate

i safety
» @ OpaqueExceptionMsgContent. java 1
» DE, Unknown3SafetyAccess.java
b @, UnsafeAccessOpagqueHeap.java

» £ semantics

» f shadowutilities

P % stack

33 Returning to the Mango platform, click on the Action link in the "opaque exception message content” root tab, and navigate to the newly created
action, in ruleAction/translate/safety. Push open, so that this new action now appears in the new rule. Save the rule. (see figure)

B — ] & | e e

B (safeExposure ) pushH ) opague exceptio 52 = 73 = =

opague exception message content

Pattern

(tr (safeExposure ref (href linkinfo (loc ref "value ) (stringAppend errorMsg (stringAppend (stringA

Action
OpagueExceptionMsglontent

Substitution

Variables

ref Stable
linkinfo Stable
errorMsg  Stable
opagueM... Stable
methodl... Stable

heap Stable
heap2 Stable
hex5tring Stable
heap3 Stable
Hypothesis

1. That's all there is to it! Close the specification view, close and reopen the Mango platform (to avoid a certain view persistence bug). Build the method
population for EZ test, repeat steps 9-19, and observe the new rule will flag the unsafe exposure. (see figure) Notice the first few warnings don't have
enough information to resolve to the new rule, but eventually it fires. Sweet success!
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Exposure

<Unsafe exposure of opague method exception content for #0 + 7 in heap> I

le 1@ Specification [ EZtest()Lorg/json/JSONObject; 52 =
e

OK | st{Lorg/json/JSONObject;

[) assuming:
#9 + 11

[+ home state

[+ heap

#B=0rg. json. 50NObject
<init>.?2=721

['b <reveal> at unresolved location

[ b <arithmeticValue> at #2

[ b <arithmeticValue> at #3

[ b <arithmeticValue> at #4

['b <arithmeticValue> at #5

['v <arithmeticValue> at #1

[+ <arithmeticValue> at #7

#9 4+ F=jova.lang.String
#3 + 7.value=Error converting RawContact to JS0NObject + varl
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